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2.3 What regulatory schemes apply to consumer 
devices in particular?

Consumer devices in principle are not supposed to provide 
“medical services” which are mandated to be performed by 
doctors.  If classified as non-medical services, more general 
regulation on the safety of electronic devices may be applied. 

2.4 What are the principal regulatory authorities? What 
is the scope of their respective jurisdictions?

The MSIT (Ministry of Science and ICT) and the MOTIE 
(Ministry of Trade, Industry and Energy) are the main authori-
ties that govern the R&D funding.

The MFDS (Ministry of Food and Drug Safety; a rough 
equivalent of the FDA) governs: the manufacturers and distrib-
utors; pre-clinical and clinical trials; marketing authorisation; 
safety control (post-marketing surveillance); and other safety-re-
lated administrative measures.

The MoWH (Ministry of Health and Welfare) governs the 
doctors and medical institutions (e.g. clinics, hospitals), medical 
services and (electronic) medical records.

The NHIS (National Health Insurance Service) and the 
HIRA (Health Insurance Review and Assessment) govern the 
National Health Insurance which is the mandatory, govern-
ment-driven, largest medical insurance that covers almost all 
Korean citizens; secondhandedly, they govern the manufac-
turers and distributors, doctors and medical institutions, as well 
as patients through pricing approvals and reimbursement. 

2.5 What are the key areas of enforcement when it 
comes to digital health and health care IT?

Safety and efficacy, fiscal viability, legitimate processing of 
personal information and/or medical information from EMR.

2.6 What regulations apply to Software as a Medical 
Device and its approval for clinical use?

Software as a Medical Device (SAMD) has been categorised as 
part of medical devices and thus the conventional authorisa-
tion (permission, certificate or notification) process has been 
applied, which requires evidences of safety and efficacy.  A new 
legislation which will be in effect from May 2020 sets forth an 
expedited procedure for innovative SAMD. 

1 Digital Health and Health Care IT

1.1 What is the general definition of “digital health” in 
your jurisdiction?

“Digital Health” (sometimes interchangeable with “Smart 
Health”) is not a legally defined term but has been widely used by 
the government or in the market as an umbrella term to catego-
rise the industry area in which IT and healthcare are combined. 

1.2 What are the key emerging technologies in this 
area?

Medical Big Data Analysis/AI, Wearables, SAMS (and DTx), 
AR/VR, etc. 

1.3 What are the core legal issues in health care IT?  

From the contractual side, (1) patent registration and (2) licensing 
of target technology can be named as core issues.  From the 
regulatory side, (1) processing of personal and/or medical infor-
mation, (2) obtaining marketing approvals for medical device 
(including the proof of safety and efficacy), and (3) getting 
pricing approval to be covered by the National Health Insurance 
system. 

2 Regulatory

2.1 What are the core health care regulatory schemes?

The respective authorities regulate (1) funding for research 
& development, (2) manufacture and marketing of medical 
devices/products, (3) medical services performed and medical 
records produced by doctors and medical institutions, and (4) 
reimbursement of medical insurance. 

2.2 What other regulatory schemes apply to digital 
health and health care IT?

The collection, processing and other use of personal informa-
tion is regulated under the “Personal Information Protection 
Act” and that of medical records is under the “Medical Services 
Act”.  The “Bioethics and Safety Act” may apply in certain cases.
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4 Data Use

4.1 What are the key issues to consider for use of 
personal data?

PIPA (Personal Information Protection Act) is the main governing 
law on the use of personal data.  The consent of the data subject 
should be acquired to collect, process, share, etc. the personal 
information.  In the case of “sensitive information” which 
includes information on the data subject’s health, stricter regula-
tion applied as a separate procedure to obtain such data subject’s 
consent is required.  Access to “medical records” is very limited 
and allowed in exceptional cases such as being required in civil 
or criminal procedure, according to the Medical Services Act.  In 
January 2020, however, the regulation over personal data has been 
mitigated to allow broader use of pseudonymised personal data.

In terms of human genetic data, the Bioethics and Safety Act 
applies, which is in part stricter than PIPA.  However, similar 
legislation was made in January 2020 to expand the category 
of authorised DTC (Direct-To-Customer) genetic sequencing 
services; services which are predominantly provided by only 
four companies.

4.2 How do such considerations change depending on 
the nature of the entities involved?

“Personal information controller”, which is the entity that 
processes personal information to operate the personal infor-
mation files for official or business purposes, bears various obli-
gations under PIPA.  In case of public institutions backed up by 
law to process personal information, such obligations are alle-
viated.  Otherwise, the nature of the information affects more 
than the nature of the entities that process such information. 

4.3 Which key regulatory requirements apply?

PIPA requires that: (1) the purpose of the collection and use of 
personal information are disclosed; (2) particulars of personal 
information to be collected are disclosed; (3) the period for 
retaining and using personal information is disclosed; (4) the fact 
that the data subject is entitled to deny consent, and disadvantage 
affected resultantly from the denial of consent; and (5) the third 
party recipient of personal information and its respective details 
from (1) through (4), is disclosed, if applicable.  Personal infor-
mation controllers focus on informing and getting consent from 
data subjects with respect to the items (1) through (5) above. 

4.4 Do the regulations define the scope of data use?

The scope of data use is not defined by legislations but rather 
construed by agreements between data subjects and personal 
data controllers. 

4.5 What are the key contractual considerations?  

Data subjects in many cases provide their consent in considera-
tion of the services that personal information processors provide 
(e.g. signing up on a website).  Direct “sales” of personal infor-
mation from an individual to an entity is rare and its legitimacy 
under the legal system in the territory is in question, meanwhile, 
the DTC genetic sequencing market has been growing gradually.  

3 Digital Health Technologies

3.1 What are the core issues that apply to the following 
digital health technologies?

■	 Telehealth
 Telehealth is in principle prohibited under Article 34 (Remote 

Medical Treatment) of the Medical Services Act.  This has 
been one of the most disputed subjects among the stake-
holders.  A government-led experimental project that allows 
Telehealth within a restricted area is currently on-going. 

■	 Robotics
 Robotics is mainly applied to rehabilitative medicine and 

the rather conventional legal issues as addressed in section 
2 apply. 

■	 Wearables
 If a wearable is a medical device under the definition of 

the Medical Device Act, or provides services which the 
government deems to require the supervision of medical 
professionals, then a set of robust regulations as in section 
2 apply.  Wearables that are not medical devices may face 
data privacy issues if they collect and process health-re-
lated data from the users. 

■	 Virtual	Assistants	(e.g.	Alexa)
 Virtual Assistants’ main role is to “help” (rather than to 

“replace”) medical professionals in making decisions in a 
more cost and time efficient manner.  Liability issues (i.e. 
who is in charge, the machine or the doctor) rarely arise as 
the application of such virtual assistants is not widespread 
yet.  However, the main obstacle is that Electronic Medical 
Records (EMR) and other health-data are strictly regulated, 
so “feeding” data to the Virtual Assistants is not easy. 

■	 Mobile	Apps
 Mobile Apps currently seem to be divided into “Medical” 

Apps, which mostly function as advertisement platforms 
which often causes regulatory issues, and “Lifestyle” Apps, 
which act as coaches for exercise, diet, meditation, etc.

■	 Software	as	a	Medical	Device
 The cases in which SAMD has been approved are mostly 

coupled with the Hardware Medical Device that contains 
it within.  The MFDS is aware of, as described in its guide-
line revised in September 2019, the possibility of inde-
pendent SAMD and other more recent types of SAMDs. 

■	 AI-as-a-Service
 If we can roughly define AIAAS as “implementing AI 

in the Cloud Server and providing it to customers”, such 
concept is quite new especially in the Korean healthcare 
industry.

■	 IoT	and	Connected	Devices
 This field is on an emerging level and data security can be 

named as a possible issue.
■	 Natural	Language	Processing
 The application of NLP technology in this industry is still 

limited.

3.2 What are the key issues for digital platform 
providers?

Medical Data Platforms face restrictions in acquiring and 
processing high-quality yet sensitive medical data (e.g. EMRs).  
Other types of platforms such as information, advertise-
ment and/or community platforms are more concerned about 
complying with conventional regulations (e.g. the Medical 
Services Act). 
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production method, sale method, useful technical or business 
information for business activities, that is not known publicly, 
is the subject of reasonable efforts to maintain its secrecy, and 
has independent economic value.  In practice, non-disclosure 
clauses or agreements can set forth a narrower or broader scope 
of trade secrets by adding or alleviating requirements. 

6.4 What are the typical results on academic 
technology transfer rules?

Most academic inventions (in many cases, employee inventions) 
initially get to belong to the institution following the contracts 
between the inventor and the institution, or the guidelines, rules 
and/or laws that govern them both.  The institution or its repre-
sentative (e.g. University-Industry Foundation) may transfer 
or license-out the technology to corporates or other entities in 
consideration of payments of which styles can vary (e.g. upfront, 
milestone, royalty, etc.).  Both the “technology market” and the 
government have great interest in “technology commercialisa-
tion” and there exists a portfolio of laws attempting to promote 
technology commercialisation. 

6.5 What is the scope of intellectual property 
protection for Software as a Medical Device?

Neither SAMD nor computer software is explicitly categorised 
within the scope of patent protection, but computer software 
has been protected as the subject of patent by judicial precedents 
and KIPO (Korean Intellectual Property Office)’s guidelines.  
The source code of software has been protected by copyright 
laws as well.  Since the Patent Act describes “utilising the laws 
of nature” as one of the requirements to be a patentable inven-
tion, SAMD shall entail some hardware portion which executes 
itself in order to have patent protection. 

7 Commercial Agreements

7.1 What considerations apply to collaborative 
improvements?

Treatment to collaborative improvements may vary by each 
agreement that governs them.  The licensor may block any emer-
gence of improvements by explicitly prohibiting the licensee 
from making any attempt to produce improvements, or claim 
for the ownership of any improvement, or plan ahead a good 
faith negotiation over such ownership.  Even in the cases where 
the licensee pays considerable reward for using the original 
invention, the licensor often insists on the sharing of data or 
other outcomes produced by the licensee. 

7.2 What considerations apply in agreements between 
health care and non-health care companies? 

Collaborations do happen between “healthcare compa-
nies” and “non-healthcare companies”, but such non-health-
care companies nonetheless have certain understanding of the 
industry prior to such collaborations, and therefore the agree-
ments between them do not seem to have “peculiar” consider-
ations as compared to agreements amongst healthcare compa-
nies.  Non-healthcare companies are mostly investors and in 
their investment agreements they demand healthcare companies 
of certain representations and warranties over the technolog-
ical aspects.

However, the government has been funding the NGS 
(New Generation Sequencing) for cancer patients via National 
Healthcare Insurance coverages and thus indirectly collecting such 
genetic data from a considerably large cohort.  Some professionals 
from the clinical and academic fields have increased applied and/
or commercial use of such NGS data for the benefit of the public.  

5 Data Sharing

5.1 What are the key issues to consider when sharing 
personal data?

The consent of the data subject for sharing personal information 
is required.  Anonymised personal data is precisely not “personal 
information” following its definition in PIPA and can be shared 
without infringing the Act.  Sharing pseudonymised personal 
data is levied with far fewer obligations (such as mandatory 
obtainment of consent from the data subject prior to the sharing 
of personal data), than normal personal data, and legislative 
discussion as of January 2020 has been going advantageously for 
semi-free sharing. 

5.2 How do such considerations change depending on 
the nature of the entities involved?

As previously mentioned in question 4.2, the nature of the infor-
mation is more critical than the nature of entities involved unless 
such entities are public institutions that enjoy legal privileges. 

5.3 Which key regulatory requirements apply when it 
comes to sharing data?

Consent from the data subject is required.  For details, please 
see question 4.3. 

6 Intellectual Property  

6.1 What is the scope of patent protection?

According to the Patent Act, an invention can be granted a 
patent if it (1) is a highly advanced creation of a technical idea 
utilising the laws of nature, (2) has industrial applicability, and 
(3) is not publicly known prior to the filing of a patent applica-
tion.  Korea is a member of WIPO PCT (Patent Cooperation 
Treaty).  It would be worth noticing that Approval-Patent 
Linkage System, a rough equivalent of the Hatch-Waxman Act 
in the U.S., has been in effect since 2015. 

6.2 What is the scope of copyright protection?

According to the Copyright Act, “work” to which copyright is 
entitled is a “creative production that expresses human thoughts 
and emotions”.  The author’s moral and economic rights are 
protected in different ways.  Korea is a member of TRIPs, the 
Berne Convention, WCT and other treaties pursuant to copy-
right protection. 

6.3 What is the scope of trade secret protection?

According to the Unfair Competition and Trade Secret Protection 
Act, the term “trade secret” means information, including a 
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malpractice.  Aside from civil liability, administrative measures 
such as recall and prohibition of sales may be imposed on the 
manufacturer and/or seller, depending on the cause of damages. 

9.2 What cross-border considerations are there?   

In transnational businesses, the parties may consider which party 
shall hold the marketing authorisation and/or price approvals as 
such party will directly bear the obligations and be subject to 
regulatory dispositions. 

10 General

10.1 What are the key issues in Cloud-based services 
for digital health?

Cloud-based service providers must follow the obligations 
pursuant to data privacy as set forth in PIPA and other rules.  
(Please see sections 4 and 5 for more detail.)  One of the hottest 
issues in cloud-based services is that EMR must be stored in 
servers physically located within the territory, which has caused 
much controversy among the entrepreneurs attempting cloud-
based processing of medical records. 

10.2 What are the key issues that non-health care 
companies should consider before entering today’s 
digital health care market? 

Non-healthcare companies are highly recommended to make 
efforts in understanding the regulatory schemes before entering 
the digital healthcare market.  Even the multinational elec-
tronics corporations based in Korea have been reluctant to 
expand their business portfolio to the digital healthcare market, 
mostly because of regulatory issues.

10.3 What are the key issues that venture capital and 
private equity firms should consider before investing in 
digital health care ventures?  

Technological or regulatory viability of the transferred or 
licensed technology, product and/or compound should be 
examined with scrutiny before making investment decisions.  
It is recommended to evaluate digital healthcare ventures with 
caution as their value is often exaggerated in the market, espe-
cially for unlisted companies.  There is also the risk of policy 
change as the healthcare industry has been officially announced 
as one of three “national future industries” and lots of discus-
sions are ongoing in both policymaking and legislative sectors. 

8 AI and Machine Learning

8.1 What is the role of machine learning in digital 
health?

Currently machine learning is most widely used in diagnostics, 
especially in analysis of medical images such as CT, MRI, PET, 
angiography, etc. 

8.2 How is training data licensed?

Neither legal disputes over, nor commercial trading of, training 
datasets has become significant in the territory.  In the health-
care industry, developers from companies often gain access to 
datasets by performing collaborative research or clinical trials 
with doctors from medical institutions.  In many cases, such 
research or clinical trials are funded by the government and are 
therefore financially beneficial for both parties. 

8.3 Who owns the intellectual property rights to 
algorithms that are improved by machine learning 
without active human involvement in the software 
development?

The copyright on AI-created algorithms are still under debate 
albeit such concept is yet to be accepted generally.  KIPO and 
other government institutions have conducted some research on 
the possibility of such right, or at least, such concept. 

8.4 What commercial considerations apply to licensing 
data for use in machine learning?  

Currently, most training datasets are acquired directly from 
data subjects, for which personal data privacy is the main issue.  
Terms of use and privacy policy are two main agreements 
contracted between the data subject and the data processor.  
The data processor must comply with PIPA and other relevant 
rules.  (Please see section 4 and 5 for more details.)  In case a 
data processor shares data with a third party, such third party 
may need to ensure that the data-providing party fully complies 
with regulations, and representation & warranty clauses may be 
useful for such purpose. 

A few cases of commercial trading of datasets exist, but even 
in such cases, milestone payments or royalties for the future are 
often preferred to upfront payments. 

9 Liability

9.1 What theories of liability apply to adverse 
outcomes in digital health?

Contractual default and tort are two main theories.  Relatively 
stricter liability may apply to manufactured goods and to medical 
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